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Abstract: The internet is a primary medium 

for data exchange, but digital content faces 

challenges such as copyright protection, 

authentication, and security. This work 

integrates embedding, hiding, and encryption 

to enhance data security with multiple 

protection layers. First, secret text is hidden in 

an image using DCT steganography, generating 

a Stego image. Then, LSB embedding is 

applied to conceal the Stego image within a 

cover image, forming an embedded image. 

MSE and PSNR values are calculated to ensure 

quality, followed by encryption using the RSA 

algorithm. This approach provides robust 

security, making unauthorized access 

extremely difficult. 
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1. Introduction 

In the era of digital innovation, the internet 

plays a crucial role in data exchange. With 

advancements in information technology, 

digital media has become one of the most 

widely used tools for transmitting data, 

including text, images, audio, and video over 

public networks [1-4]. A significant portion of 

this digital content consists of images, which 

are widely used in applications such as online 

communication, news platforms, e-commerce, 

emails, digital books, and more. However, 

digital content faces several challenges, 

including authentication, verification, and 

copyright protection. Various techniques such 

as encryption, embedding, and steganography 

can be employed to safeguard digital data [5-

8]. 
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Image encryption is a key area of research in 

cryptography and network security, especially 

for digital communication applications. This 

process converts original digital data into 

encrypted data, making it completely different 

from the original. Various encryption 

algorithms and techniques are used to ensure 

data security [9-12]. 

Images are a prevalent mode of communication 

across multiple fields, including medicine, 

research, industry, and military applications. 

Large-scale image transfers often occur over 

unsecure networks, making it essential to apply 

robust encryption mechanisms to prevent 

unauthorized access to sensitive data [13-14]. 

The advantage of images lies in their ability to 

carry extensive multimedia information, 

necessitating protection. Encryption serves as 

an effective security measure, ensuring the 

confidentiality, integrity, and accuracy of 

images during transmission and storage over 

the internet [15-16].  

2. Proposed Methodology 

In the proposed approach, a combination of 

embedding, hiding, and encryption techniques 

is utilized to enhance the security of digital 

data, ensuring multiple layers of protection that 

are highly resistant to unauthorized access. 

Initially, the secret text is embedded within a 

secret image using the Discrete Cosine 

Transform (DCT) steganography technique, 

resulting in a stego image. This stego image 

visually resembles the original secret image but 

also contains the hidden text. Next, the Least 

Significant Bit (LSB) embedding technique is 

applied to the stego image and a cover image, 

producing an embedded image. While the 

embedded image appears identical to the cover 

image, it discreetly contains the stego image as 

well. 

Following this, the Mean Squared Error (MSE) 

and Peak Signal-to-Noise Ratio (PSNR) values 

are computed to assess the quality of hiding, 

where a low MSE and high PSNR indicate 

better concealment. Finally, cryptographic 

techniques are applied to the embedded image, 

generating an encrypted image that is entirely 

distinct from the original images and data. The 

encryption process employs the asymmetric 

RSA algorithm, further reinforcing security. By 

implementing this proposed technique, an 

exceptionally robust level of security is 

achieved for both the secret text and the secret 

image, making it highly challenging for 

unauthorized individuals to breach. The 

flowchart of the proposed work is illustrated in 

Figure 1. 
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Figure 3.1: Flowchart of the Proposed Work 

3. Results and Discussion 

Take the cover image of nature view (shown in 

the Figure 2) and secret image of red flower 

(shown in the Figure 3). The taken secret text 

data is takenFlower  is shown in the Figure4. 

 

Figure 2: Cover Image of Nature View 

 

Figure 3: Secret Image of Red Flower 

 

Figure 4: Secret Text Flower 

Figure 5 displays the stego image, which 

appears identical to the secret image but 

contains hidden text using the DCT 

Steganography technique.. 

 



88 

 

Figure 5: Secret Image with Secret Text 

(Stego Image) 

Using the LSB embedding technique, the stego 

image was embedded into the cover image, 

resulting in the embedded image, as shown in 

Figure 6.  

 

Figure 6: Embedded Image 

After getting the embedded image calculate the 

MSE and PSNR value which is shown in 

Figure 7. Using proposed technique got the 

MSE value is 0.031216 and PSNR value is 

63.187 . 

 

 

Figure 7: MSE and PSNR Value  

Now apply the asymmetric RSA algorithm on 

the embedded image and get the encrypted 

image that is totally differ then the all the taken 

image and the encrypted image is displayed in 

the Figure8. 

 

Figure 8: Encrypted Image  

All these processes are performed at the 

sender's end to securely transmit the secret text 

data and secret image from one person to 

another. At the receiver's end, the reverse 

process is carried out to retrieve the decrypted 

cover image, the decoded secret image, and the 

extracted secret text data. Figure 9 displays the 

decrypted cover image, Figure 10 shows the 

decoded secret image of a red flower, and 
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Figure 11 presents the extracted secret text data 

('Flower').  

 

Figure 9: Decrypted Cover Image  

 

Figure 10: Decoded Secret Image of Red 

Flowers  

 

Figure 11: Decoded Secret Text  

4. Conclusion 

This research presents a multi-layered security 

approach integrating embedding, hiding, and 

encryption techniques to enhance the 

protection of digital data. The proposed method 

effectively conceals secret text within an image 

using DCT steganography, followed by LSB 

embedding to further hide the stego image 

within a cover image. The quality of hiding is 

evaluated using MSE and PSNR values, 

ensuring minimal distortion. Finally, the RSA 

encryption algorithm is applied, transforming 

the embedded image into an encrypted form 

that is highly secure and resistant to 

unauthorized access. The results demonstrate 

that the proposed technique achieves robust 

data security while maintaining image quality. 

The encrypted data can only be retrieved by 

authorized recipients using the reverse 

decryption process, ensuring safe and 

confidential transmission over unsecured 

networks. This approach is highly beneficial 

for applications requiring secure data 

exchange, such as military communication, 

medical imaging, and confidential digital 

transactions. 
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